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,�UHDOO\� ORYH� WKH�$/,;� HPEHGGHG� ERDUGV� DQG� SI6HQVH�KDV�D�VSHFLDO�1DQR%6'�EXLOG�IRU�WKHP��7KH�ERDUG�LV�D�
�'���PRGHO�ZLWK�D�*HRGH�����/;�����0+]�SURFHVVRU��

���0%�5$0��RQ�ERDUG�FU\SWR�DFFHOHUDWRU��WKUHH�HWKHUQHW�
SRUWV�DQG�D�&RPSDFW�)ODVK�VRFNHW��$��*%�&RPSDFW�)ODVK�
FDUG�SURYLGHV�PRUH�WKDQ�HQRXJK�VSDFH�IRU�SI6HQVH�ZLWK�
VRPH�DGGLWLRQDO�SDFNDJHV��7KH�FRPSOHWH�ILUHZDOO�ZLOO�RQO\�
GUDZ�DERXW���:DWW�RI�SRZHU��)LJXUH����

pfSense
)URP�WKH�ZHEVLWH�� ³SI6HQVH� LV�D� IUHH��RSHQ�VRXUFH�FXV�
WRPL]HG�GLVWULEXWLRQ�RI�)UHH%6'�WDLORUHG�IRU�XVH�DV�D�ILUH�
ZDOO� DQG� URXWHU�� ,Q� DGGLWLRQ� WR�EHLQJ�D�SRZHUIXO�� IOH[LEOH�
ILUHZDOOLQJ�DQG� URXWLQJ�SODWIRUP�� LW� LQFOXGHV�D� ORQJ� OLVW�RI�
UHODWHG� IHDWXUHV� DQG� D� SDFNDJH� V\VWHP�DOORZLQJ� IXUWKHU�
H[SDQGDELOLW\�ZLWKRXW�DGGLQJ�EORDW�DQG�SRWHQWLDO�VHFXULW\�
YXOQHUDELOLWLHV�WR�WKH�EDVH�GLVWULEXWLRQ�´
SI6HQVH�LV�D�IRUN�RI�WKH�0�Q�ZDOO�SURMHFW�DQG�WKH�LQWHU�

IDFH�ORRNV�VLPLODU�LQ�PDQ\��PDQ\�SODFHV��,�VZLWFKHG�IURP�
0�Q�ZDOO�WR�SI6HQVH�IRU�RQH�IHDWXUH��IDLO�RYHU�FDSDELOLWLHV��
%RWK�0�Q�ZDOO�DQG�SI6HQVH�DUH�DFWLYHO\�PDLQWDLQHG�GLV�
WULEXWLRQV�DQG�P\�VHWXS�FRXOG�DOVR�EH�FUHDWHG�ZLWK�0�Q�
�ZDOO�LQ�WKH�VDPH�ZD\�
7KH�YHUVLRQ� ,�DP�XVLQJ� LV�����%(7$���DYDLODEOH�DW� WKH�

VQDSVKRW�VHUYHU�RI�WKH�SI6HQVH�SURMHFW�
3I6HQVH�FRPHV�ZLWK�D�SUHWW\�GHFHQW�ZRUNLQJ�GHIDXOW�LQ�

VWDOODWLRQ��9U���OHIW�QHWZRUN�VRFNHW��LV�GHILQHG�DV�/$1�LQ�

WHUIDFH�ZLWK�������������DV�GHIDXOW�DGGUHVV�DQG�D�UXQQLQJ�
'+&3�VHUYHU��9U���PLGGOH�QHWZRUN�VRFNHW�� LV�GHILQHG�DV�
:$1�LQWHUIDFH�DQG�ZLOO�EH�OLVWHQLQJ�IRU�'+&3�VHUYHUV�RI�
IHULQJ�LW�DQ�,3�DGGUHVV�±7KLV�3DUDJUDSK�VRXQGV�LUUHOHYDQW�
EHFDXVH�WKH�DUWLFOH�GRHVQ¶W�WDON�DERXW�KDUGZDUH�
)RU� P\� VHWXS�� ,� FKDQJHG� WKH� /$1� ,3� DGGUHVVHV� DQG�

'+&3� VHUYHU� WR� DYRLG� FRQIOLFWLQJ� ,3� UDQJHV� LQ� GLIIHUHQW�

Protecting your Family 
with pfSense and IPSec

What you will learn… What you should know…

Figure 1.
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QHWZRUNV�� 7KLV� FDQ� EH� GRQH� WKURXJK� WKH� VHULDO� FRQVROH�
RI�WKURXJK�WKH�ZHE�*8,��3OHDVH�WDNH�QRWH�WKDW�WKH�GKFS�
VHUYHU�ZLOO�EH�GLVDEOHG�LI�\RX�FKDQJH�WKH�/$1�,3�WKURXJK�
WKH�ZHE�*8,��<RX�QHHG� WR�±�DVVLJQ� \RXUVHOI� D� VWDWLF� ,3�
DGGUHVV�LQ�WKH�QHZ�,3�UDQJH��LQ�RUGHU�WR�UHFRQQHFW�WR�WKH�
ILUHZDOO¶V�/$1�DGGUHVV�

pfBlocker
,�FKRRVH�WKH�SI%ORFNHU�SDFNDJH�ZLWK�,3�OLVWV�IURP�(PHUJ�
LQJ� 7KUHDWV� DQG� =HX6� WUDFNHU� WR� DFWLYHO\� EORFN� NQRZQ�
FRPSURPLVHG� ,3�DGGUHVVHV��ERWK� IURP�HQWHULQJ� WKH�QHW�
ZRUN�RU�OHDYLQJ�WKH�QHWZRUN��
,I�P\�IDPLO\�EHFRPHV�LQIHFWHG�ZLWK�D�ERWQHW��HJ��E\�EURZV�

LQJ� WR�D�VLWH�ZLWK�D�-DYD�H[SORLW��� WKHLU� LQIHFWHG�FRPSXWHU�
FDQQRW�DFFHVV�WKH�&RPPDQG	&RQWURO�VHUYHU�RQ�WKH�,QWHU�
QHW�DQG�FDQQRW�EH�XVHG�RU�PLVXVHG�E\�WKH�ERWQHW�FRQWUROOHU�
SI%ORFNHU� LV�D�QHZ���[�SDFNDJH�WKDW�PHUJHG�WKH�ROGHU�

��[�&RXQWU\EORFN�DQG�,3EORFNOLVW�SDFNDJHV��,W�FUHDWHV�DQ�
DOLDV�DQG�D�ILUHZDOO�UXOH�WR�EORFN�WUDIILF�WR�DQG�RU�IURP�WKH�
,3�DGGUHVVHV� LQ� WKH�DOLDV�� ,W� LV� LQVWDOOHG�XQGHU�6\VWHP�!�
3DFNDJHV�E\�FOLFNLQJ�WKH���QH[W�WR�WKH�SI%ORFNHU�SDFNDJH�
$IWHU� LQVWDOODWLRQ�� SI%ORFNHU� FDQ� EH� FRQILJXUHG� XQGHU�

)LUHZDOO�!�SI%ORFNHU�
,�GR�QRW�XVH�WKH�IHDWXUHV�WR�EORFN�NQRZQ�VSDPPHU�,3¶V��

DV� P\� IDPLO\� GRHV� QRW� UXQ� 6073� VHUYHUV� DQG� XVH� WKH�
323�,0$3�6073�VHUYHUV�SURYLGHG�E\� WKHLU� ,63�� LQVWHDG�
D)LUHZDOO�UXOHV�GURS�DOO�6073�WUDIILF�DUULYLQJ�DW�WKH�ILUHZDOO��
7KH� ,3� OLVWV� ,� FRQILJXUHG� DUH� SXEOLFO\� DYDLODEOH� IURP�

(PHUJLQJ�7KUHDWV�DQG�L%ORFNOLVW��$IWHU�HQDEOLQJ�SI%ORFNHU�
RQ�WKH�*HQHUDO�WDE��OLVWV�FDQ�EH�FRQILJXUHG�RQ�WKH�/LVW�WDE��
&OLFN�RQ�WKH���WR�FUHDWH�D�QHZ�OLVW�

Alias name ET

List description Emerging Threats

Lists txt + http://rules.emergingthreats.net/fwrules/

emerging-Block-IPs.txt

  txt + http://rules.emergingthreats.net/blockrules/

compromised-ips.txt

List action  Deny both

Update freq  Every 12 hours

7KLV�ZLOO�FUHDWH�D�QHZ�OLVW�FDOOHG�³(7´�ZLWK�WZR�VRXUFHV�RI�
,3�DGGUHVVHV��<RX�FDQ� ORRN� LQWR� LEORFNOLVW�FRP� IRU�PRUH�
SXEOLFO\� DYDLODEOH� OLVWV�� ,� UHFRPPHQG� EORFNLQJ� '523�
�Don’t Route On Peer���=HX6�DQG�'6KLHOG�DV�PLQLPXP�
OLVWV�� LEORFNOLVW�FRP�ZLOO� RIIHU�S�S�VW\OH� OLVWV�ZLWKRXW� VXE�
VFULSWLRQ��SI%ORFNHU�FDQ�UHDG�WKHVH�LI� WKH\�DUH�DGGHG�DV�
W[W�OLVWV��,I�\RX�ZRXOG�OLNH��J]�RU�QDWLYH��W[W�OLVWV��FRQVLGHU�
WDNLQJ�D�������\HDUO\�VXEVFULSWLRQ��
)LQDOO\�� SI%ORFNHU� KDV� D� ZLGJHW� IRU� WKH� GDVKERDUG� WR�

VKRZ�WKH�VWDWXV�DQG�KLWV�IRU�HDFK�FRQILJXUHG�OLVW�

http://rules.emergingthreats.net/fwrules/emerging-Block-IPs.txt
http://rules.emergingthreats.net/fwrules/emerging-Block-IPs.txt
http://rules.emergingthreats.net/blockrules/compromised-ips.txt
http://rules.emergingthreats.net/blockrules/compromised-ips.txt
http://www.mtier.org
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IPsec for Remote Management
SI6HQVH�LV�PDQDJHG�WKURXJK�WKH�*8,��YLD�KWWS�V���RU�WKH�
FRQVROH��VVK���%RWK�SURWRFROV�DUH�VHFXUH�DQG�FDQ�EH�XVHG�
IRU�PDQDJHPHQW�RYHU�WKH�,QWHUQHW�
7R�GHFUHDVH�WKH�QXPEHU�RI�LQWHUHVWLQJ�RSHQ�SRUWV�IURP�

SRUW�VFDQV��DQG�IRU�IXQ���,�FKRRVH�WR�SHUIRUP�PDQDJHPHQW�
RYHU� D� YSQ� FRQQHFWLRQ�� ,� XVHG�2SHQ931�DW� ILUVW�� EXW� DW�
FUXFLDO�WLPHV��OLNH�IDPLO\�FDOOLQJ�IRU�VXSSRUW��LW�GURSSHG�WKH�
FRQQHFWLRQ�DQG�ZRXOG�QRW�UHFRQQHFW��7KHUHIRUH�,�GHFLGHG�
WR�JLYH� ,3VHF�D� WU\��SI6HQVH�XVHV� ,3VHF�7RROV��D�SRUW�RI�
.$0(¶V�OLELSVHF��VHWNH\��DQG�UDFRRQ��7KHVH�WRROV�DUH�IXOO\�
LQWHJUDWHG�LQ�WKH�*8,�DQG�KDYH�SURYHQ�WR�EH�URFN�VROLG�

IPsec terms
Internet Protocol Security� �,3VHF�� LV� D� SURWRFRO� VXLWH� IRU�
VHFXULQJ� Internet Protocol� �,3�� FRPPXQLFDWLRQV� E\� DX�
WKHQWLFDWLQJ� DQG� HQFU\SWLQJ� HDFK� ,3� SDFNHW�� ,W� RSHU�
DWHV�DW�WKH�,3�OD\HU��26,�OD\HU�����6RPH�LPSRUWDQW�WHUPV� 
DUH�

Security Associations (SA)
$�6$�LV�D�RQH�ZD\�HQFU\SWHG�WXQQHO��)RU�EL�GLUHFWLRQDO�WUDI�
ILF��OLNH�D�7&3�FRQQHFWLRQ���ZH�QHHG�WZR�WXQQHOV��RQH�IRU�
HDFK�GLUHFWLRQ��7KH�WXQQHO�LV�FUHDWHG�EHWZHHQ�WKH�SXEOLF�
,3�DGGUHVVHV�RI�WKH�WXQQHO�HQGSRLQWV�

Figure 2. IP tunnel phase2

Listing 1. Phase 1 main site

Interface  WAN  (on which interface should pfSense establish IPsec connections)

Remote Gateway <IP address> (public IP address or fqdn of remote site)

Auth. Method  Mutual PSK (I will be using pre-shared symmetric keys)

My ,GHQWL¿HU  Distinguished Name + “Main”  (unique name of main site)

Peer ,GHQWL¿HU  Distinguished Name + “Remote1” (unique name of remote site)

Pre-shared Key <the key> (mine is 256 bits in hex)

Policy Generation Default (the default)

Encryption Algorithm AES-128 (AES-128 is RIÀRDGHG to the on-board crypto accelerator)
Hash Algorithm SHA-1

DH Key Group  2 (1024 bits)

NAT Traversal  Enable  (the main site is behind a NAT router)

Listing 2. Phase 1 remote site

Most settings are the same, but in reverse. So:

Remote Gateway <IP address>  (public IP address or fqdn of main site)

My ,GHQWL¿HU  Distinguished Name + “Remote1” (unique name of remote site)

Peer ,GHQWL¿HU  Distinguished Name + “Main” (unique name of main site)

Policy Generation Unique   (I found this to work reliable with Default at the main site)
All other settings like key and algorithm must be identical to phase 1 on the main site.
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Setup in pfSense
,3VHF�FRQQHFWLRQV�DUH�QHJRWLDWHG�LQ�WZR�SKDVHV��,Q�SKDVH�
���D�6$�LV�FUHDWHG�XVLQJ�WKH�,6$.03�
8SRQ�VXFFHVVIXO�FRPSOHWLRQ��ERWK�HQGSRLQWV�KDYH�DX�

WKHQWLFDWHG�HDFK�RWKHU��H[FKDQJHG�NH\V�DQG�FDQ�FRPPX�
QLFDWH�VHFXUHO\�� ,Q�SKDVH���� WKH�DFWXDO� WXQQHO� LV�FUHDWHG�
IRU�WUDQVIHUULQJ�GDWD�EHWZHHQ�KRVWV�DQG�URXWHG�QHWZRUNV��
7KLV�WXQQHO�LV�FUHDWHG�EDVHG�RQ�WKH�63�IRU�WKH�VSHFLILF�WXQ�
QHO��)LJXUH����
,�ZLOO�RQO\�OLVW�WKH�UHOHYDQW�ILHOGV�WKDW�ZLOO�FUHDWH�WKH�FRQ�

QHFWLRQ�EHWZHHQ�WKH�PDLQ�VLWH�DQG�UHPRWH��
5HPRWH��DQG�5HPRWH��DUH�GRQH�LQ�WKH�VDPH�ZD\��EXW�

ZLWK� WKHLU� RZQ� ,3� DGGUHVVHV� DQG� WKHLU� RZQ� SUHVKDUHG�
NH\V��,3VHF�FRQQHFWLRQV�DUH�GHILQHG�XQGHU�931�!�,3VHF�
LQ�WKH�*8,��)LUVW��FKHFN�WKH�ER[�DQG�³6DYH´�WR�HQDEOH�,3�
VHF��7KLV�ZLOO�VWDUW�WKH�QHFHVVDU\�WRROV��7KHQ�FOLFN�WKH���WR�
DGG�FRQQHFWLRQV���/LVWLQJV�����
1RZ�WKDW�SKDVH���KDV�EHHQ�VHWXS��ZH�FDQ�GHFLGH�ZKDW�

WUDIILF�ZH�ZDQW�WR�VHQG�RYHU�LW��&OLFN�RQ�³��6KRZ���3KDVH���

Security Policy (SP)
7KH�63�ZLOO�GHWHUPLQH�WKH�VSHFLILFDWLRQV�RI�WKH�,3VHF�WXQ�
QHO��OLNH�HQFU\SWLRQ�DOJRULWKPV�DQG�OLIHWLPH�

Authentication Header (AH)
7KH�$+�SURYLGHV� LQWHJULW\�DQG�GDWD�RULJLQ�DXWKHQWLFDWLRQ�
IRU�,3�GDWDJUDPV�E\�FDOFXODWLQJ�D�KDVK�YDOXH�RI�WKH�KHDGHU�
RI�WKH�SDFNHW�

Encapsulation Security Payload (ESP)
(63�SURYLGHV�PDLQO\�FRQILGHQWLDOLW\��LQWHJULW\�DQG�GDWD�RULJLQ�
DXWKHQWLFDWLRQ�E\�HQFU\SWLQJ�WKH�SD\ORDG�RI�WKH�,3�SDFNHW�

Internet Security Association and Key Management 
Protocol (ISAKMP)
7KH�,6$.03�SURYLGHV�D�IUDPHZRUN�IRU�DXWKHQWLFDWLRQ�DQG�
NH\� H[FKDQJH�� ZLWK� DXWKHQWLFDWHG� NH\LQJ� PDWHULDO� SUR�
YLGHG�RIWHQ�E\�SUH�VKDUHG�NH\V�RU�,QWHUQHW�.H\�([FKDQJH�
�,.(�DQG�,.(Y���

Listing 3. Phase 2 main site

Mode   Tunnel IPv4  (tunnel mode will encapsulate the original IP packet)

Local network  192.168.2.0/24 (IP range of the main site)

Remote network 192.168.11.0/24 (IP range of the remote site)

Protocol  ESP   (Encapsulate Security Payload, encrypt and authenticate packet)

Encryption Algorithm AES-128

Hash algorithm SHA-1

PFS group  2 (1024 bit)   (Perfect Forward Secrecy)

Listing 4. Phase 2 remote site

Most settings are the same, but in reverse. So:

Local network  192.168.11.0/24 (IP range of the remote site)

Remote network 192.168.2.0/24 (IP range of the main site)

All other settings like algorithm and PFS group must be identical to phase 2 on the main site.

Listing 5. 

Interface   LAN (local WUDI¿F originates from this interface before being routed)
Address family  IPv4

Name    GW_IPsec

Gateway   192.168.11.254 (the IP address of the LAN interface)

Default Gateway  No    (regular Internet WUDI¿F is sent to the Internet)
Disable Gateway Monitoring Yes    (no need to ping the local LAN interface, its up...)

Now the gateway is GH¿QHG, we can use it in a static route. Go back to System > Routing in the GUI.
On the Routing tab, click the + button to add a new static route

Destination Network  192.168.2.0/24 (the IP range of the main site)

Gateway   GW_IPsec
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HQWULHV´�WR�VKRZ�DQ\�SKDVH���HQWULHV�DQG�FOLFN�RQ�LWV���WR�
DGG�WKH�SKDVH���HQWU\���/LVWLQJV�����
,I�\RX�ZDQW� WR�URXWH�PRUH�QHWZRUNV�RYHU� WKH�VDPH�,3�

VHF�FRQQHFWLRQ��\RX�ZLOO�KDYH�WR�GHILQH�WKHP�DV�VHSDUDWH�
SKDVH���GHILQLWLRQV�XQGHU�WKH�H[LVWLQJ�SKDVH����0\�'0=�
IRU�H[DPSOH�KDV� LWV�RZQ�SKDVH���GHILQLWLRQ�RQ� WKH�PDLQ�
VLWH�DQG�HDFK�UHPRWH�VLWH�ZLWK�WKH�,3�UDQJHV�RI�WKH�'0=��
���������������LQVWHDG�RI�WKH����������������
5HPHPEHU�WR�&OLF�RQ�³$SSO\�&KDQJHV´�DW�WKH�WRS�RI�WKH�

3DJH�LQ�RUGHU�IRU�WKHP�WR�WDNH�HIIHFW.

Routing Firewall
%HFDXVH�RI�WKH�ZD\�,3VHF�LV�LPSOHPHQWHG�LQ�WKH�%6'�NHU�
QHO�� LW� LV�QRW�SRVVLEOH� WR� URXWH� WUDIILF� WKDW�RULJLQDWHV� IURP�
WKH� ILUHZDOO�GLUHFWO\� LQWR� WKH� ,3VHF� WXQQHO�� ,W� VLPSO\�GRHV�
QRW�NQRZ�ZKHUH�WR�JR��7KLV�FDQ�EH�IL[HG�E\�DGGLQJ�D�VWDW�
LF� URXWH��7UDIILF� IURP� WKH� UHPRWH� QHWZRUN� DUULYLQJ� DW� WKH�
/$1�LQWHUIDFH�KDV�QR�SUREOHPV�DQG�ZLOO�EH�URXWHG�GLUHFWO\�
WKURXJK�WKH�,3VHF�WXQQHO�
)LUVW�DGG�D�QHZ�JDWHZD\��7KLV�LV�GRQH�XQGHU�6\VWHP�!�

5RXWLQJ�LQ�WKH�*8,�
2Q�WKH�*DWHZD\V�WDE��FOLFN�WKH���EXWWRQ�DQG�DGG�D�QHZ�

JDWHZD\��/LVWLQJ����
1RZ� WKH�JDWHZD\� LV�GHILQHG��ZH�FDQ�XVH� LW� LQ�D�VWDWLF�

URXWH��*R�EDFN�WR�6\VWHP�!�5RXWLQJ�LQ�WKH�*8,�
2Q�WKH�5RXWLQJ�WDE��FOLFN�WKH���EXWWRQ�WR�DGG�D�QHZ�VWDWLF�

URXWH

Destination Network 192.168.2.0/24 (the IP range of the 

main site)

Gateway    GW_IPsec

1RZ�SI6HQVH�NQRZV�ZKHUH�WKH�ORFDO�SDFNHWV�GHVWLQHG�IRU�
WKH�PDLQ�VLWH�VKRXOG�EH�GHOLYHUHG� WR� �/$1� LQWHUIDFH��DQG�
KRZ�WKH\�VKRXOG�EH�URXWHG��WKURXJK�WKH�,3VHF�WXQQHO��

NAT Ports
,I� \RXU�ER[� LV� LV�EHKLQG�D� ILUHZDOO�� \RX�VKRXOG�RSHQ� WZR�
SRUWV�IRU�,3VHF�WUDIILF�

500 udp ISAKMP

4500 udp IPsec NAT Traversal

0\�PDLQ�VLWH�LV�EHKLQG�1$7��VR�,�DGGHG�WKHVH�SRUWV�WR�LWV�
1$7�JDWHZD\�

Firewall Rules
3I6HQVH�FUHDWHV�KLGGHQ�ILUHZDOO�UXOHV�RQ�WKH�LQFRPLQJ�LQ�
WHUIDFH�IRU�XGS�SRUWV�����DQG������WR�DOORZ�LQFRPLQJ�6$¶V�
3I6HQVH�FUHDWHV�RQH�QHZ�ILUHZDOO�LQWHUIDFH�IRU�DOO�,3VHF�

FRQQHFWLRQV��,Q�RUGHU�WR�DOORZ�WUDIILF�WR�SDVV�WKURXJK�WKH�

WXQQHO��\RX�ZLOO�KDYH�WR�DGG�UHOHYDQW�ILUHZDOO�UXOHV�WR�WKLV�
QHZ�LQWHUIDFH��$OORZLQJ�VVK�DQG�KWWSV�IURP�WKH�PDLQ�QHW�
ZRUN����������������WR�WKH�UHPRWH�ILUHZDOO����������������
LV�D�VWDUW�

Result
&RQQHFWHG� WR� P\� QHWZRUN� ���������������� ,� FDQ�
EURZVH� WR� WKH� DGGUHVV� IRU� D� UHPRWH� ILUHZDOO� �HJ��
KWWSV�������������������� D� ,3VHF� WXQQHO� ZLOO� EH� FUHDWHG�
RYHU�WKH�,QWHUQHW�DQG�WKH�WUDIILF�LV�URXWHG�WKURXJK�WKH�UH�
PRWH� ILUHZDOO�DQG�EDFN�DV� LI� WKH\�ZHUH�FRQQHFWHG� WR�P\�
RZQ�QHWZRUN��1LFH�

Where do we go from here?
,Q� IXWXUH�$UWLFOHV� L�ZLOO�VKRZ�\RX�KRZ�WR�VHQG�DOO� ORJILOHV�
IURP�WKH�UHPRWH�ILUHZDOOV�WR�D�6SOXQN�VHUYHU�WKDW�LV�ORFDWHG�
LQ�WKH�'0=��)RU�WKLV�UHDVRQ��,�DGGHG�QHZ�SKDVH���HQWULHV�
WR�DOO�UHPRWH�VLWHV��VR�WKH�UHPRWH�VLWHV�FDQ�URXWH�WUDIILF�WR�
WKLV�'0=�VHUYHU�YLD�WKH�H[LVWLQJ�6$�
0DQDJLQJ� WKUHH� UHPRWH� ILUHZDOOV� LV� GRDEOH�� EXW� PRUH�

ZLOO�EHFRPH�D�KDVVOH��SI6HQVH� UHTXLUHV�YHU\� OLWWOH�PDLQ�
WHQDQFH��EXW�GRLQJ�WKH�VDPH�WDVN�PRUH�WKDQ�WKUHH�WLPHV�
VKRXOG�EH�DXWRPDWHG��2QH�RSWLRQ�LV�WR�VFULSW�WKRVH�FKDQJ�
HV��7KLV�ZLOO�DOVR�DOORZ�WR�DXWRPDWH�GHIHQVHV��,I�RQH�ILUH�
ZDOO�GHWHFWV�D�SRUW�VFDQ��WKH�RWKHUV�VKRXOG�DGG�WKH�RIIHQG�
LQJ�,3�LQ�D�GURS�OLVW�IRU����KRXUV�

Special Thanks

http://snapshots.pfsense.org
http://

iblocklist.com
-

gines.ch/

ERWIN KOOI
Erwin Kooi is an information security manager for a large grid 
operator. He started with FreeBSD 4.5 and is an avid fan ever 
since.

http://www.pfsense.org
http://snapshots.pfsense.org
http://www.emergingthreats.net
http://www.emergingthreats.net
http://www.iblocklist.com
http://www.iblocklist.com
http://www.pcengines.ch/
http://www.pcengines.ch/
http://www.varia-store.de
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